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SUMMARY

Execufive summeary.  This document informs about the ongoing work (o develop industry
guidefines on cyber secunty on board ships and oullines the
content of these guldelines
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Background

1 I thewr submission (MSC 9441 ), Canada and the United Siates recommeanded the
development of voluntary guidelines on cyber-security practices to protecd and enhance the
resiiency of cyber systems supporting the operations of ports, vassals, marine Tan:l.ldljn and
nd!-E"é]E'nEnjs of the maritime transportation sysiem

2 In responze, BIMCO advised the Committes that # had besn working with pariners
on guidance for shlpwmem and ships' crews on operational aspects of cyber EEELlIh' and as
this wark was ondaing, commitied (o providing an update (o MSC 85

3 The industry guidelings on cyber security on board ships are, as the working fitle

indicates, mainly focusing on providing gutdanr.e to ships end will also addraﬁ:s cyber-security

issues for the shore-side organization where relevant,

4 The co-sponsors belleve that the guidance will help to introduce safe practices on
board shaps, which will help 1o avoid damaga io ships end systems. If ships’ officers, for

example, identify & rjsk of introducing a virus to the Electronic Chart Display and Information

sye.tem (ECDIS) via the onboard networks, they will be able to infroduce safe practices to
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gvoid thia taking place. Furher, the safely mamagement system should ensure thal a
contingency plan s in place so thal the ship can also be navigaled safely, even il & virus
disrupts the functions of the ECDIS.

-] It is also recognized that perpetrators may use a ship to launch a cyber attack
agains! companies ashare, autherities and other stakeholders by exchanging BlEcionic dala

-

dTmﬂl:l_.r ‘with the ship
Risk scenaros

i The purpose of the (ndustry guidelines on cyber security on board s fo provide
methods of establishing risk-besed measures for owners, managers and seafarers on
mariime cyber sacurty.

7 The threats to compuler sysiems come in many different forms, Today, some of the
mast common threets consist of softwere atiecks, theft of nlalgﬁ;al_nmﬂy, thafl_of
equipment or information, sabotage. &nd infarmation a@@[r_: _____ steal money. Virkses, worms,

phishing aMacks, and Trojan horses are aTew GOmion emnmhas of software attacks,

g The em:hmga of electronic date between ship and shore has Increased sgnificantly
in the past decade The shipping industry’s use of ramate monitaring of systems, diagnosis
and remale maintenance will continua 1o iIncrease, as will the information exchange betwesn
ships and authorities, service providers, chanerers and ownersioperators,

g The sugmented use of electronic dala exchange increases the lkelhood of
cyber-attacks in variely, frequency and sophistication. Thesa may be from & USH stick that
inlroduces malware aimed at acquiring sensilive commencial information, from an email with
detailed ship tineraries sent {0 unknown people, to the full-scale subversion of 8 company’s
shore-baged 1T system, or ihe polential compromising of syslems on board ships. The
number of potential risk scenarios is significan! and keeps growing. Criminals employ
whichever hacking technclogy s the most applicable and ofien tailor it 1o specific targets,

10 Some organizations, ships and syslems may be mora &t risk than others, depending
on the type and value of data fhey store. However, exparience has shown (hatl criminals wil

genarally gravitate toward the easiest pars of a p_?'ﬂ:r_ulgmz_uﬂm&_andm
systems which taf be easily breached o actessad, As such, it is essential that companies

prapars for @ cyber itk and expediioushy sddress dentified vulnerabiliies both ashore
and on board ships.

11 Onboard systems can be compromised by diffierent sources and on differemt
pocasions during thedr fetime:

A Whan thama i no contred ower who has had access io the onboard
_Eysieme. This could. for example, Nappen dorng dry-vocking or when

taking over a new ship.

2 When insiders, &.q. sealfarers or senice personnel eiiber defibarsishy or

oy THISTE ad malware into systems via direct-access-to-the-anboard
Syslems.
3 Through remola access.

12 Dwring dockings, upon deffvery of & newbuilding or when taking cver used tonnage, Il
is impossible to know if malicicus software has been lefl in the onboard systems. All systems
should, therefore, be considered unconfrofied at fime of takeover and all such unconirolled
systemns should be examined and reset before they can be ciassified as controlied,
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13 The infernal cyber-threst is significant and should not be undereslimatad. Therefore,
an urgent priunl.‘:,' for companies Is to be fully aware of what information they have on thalr
systams, who_has legitimale access o 'MMM
Employess, aven wilh Me best of intentions, can be careless, for example by using USB

sticks 1o ransfer data from computer to compuler without tﬂlm@
ﬁ nﬂahandlaﬂ and Tiles depased of Improgeny.

14 .ﬁ.nyu:nu can ba iricked inlo divulging confideniial information or authorizing what
turns out to be a fraudulent disbursemeni. Common factics used are Eh’l:hi% and %:‘Ir
%Eﬂmls The goal of these is 1o get victims to open al

BiTia '-llﬂ-:.!'- i LWt ld LeisrHsl epesd-E Sfocuses on
specilic peopie wT'Flln an nrgmzalmn Attackers might :n__m:ml_umdh_mu—uuﬂh-ﬂs
LiFkedin or Facetook 1o impersonale senders, who are either well known to recipients.or
ﬁtfmmmr Once the vichim. opens IhE'EHEI‘FIE ar clicks an the Enk,
15 .#. slandalone compuler wrm no SCCess 10 @ network is a safe computer, Unkess it
has a very specific and limited purpose, it would akso be rather ussless. Most computers
on board, be th onal iters, control computers and even programmable ogic
confrolers (PLCs) will therefore be connecled to a nelwork, Remos Scoess and socessby
inices Ta inlernal NEIWOTKE O BOATT &l for a network security policy as par of 4 risk-based
framework. The risk-based framework will describe the architeciure of the onboard networks
and Include & policy for dala aroess, Web Browsing, USE Of passwords, encrypton and use af
Eﬂ'lﬂll as well 85 access by senvice providers, system manitoring, etc.

16 The guidelines for owners, managers and seafarers on how to mitigate maritime
cyber-security risks i3 based on risk managemant. It should be kept in mind that increased
levels of cyber security come &t the price of having fo potentially modify business processes,
which may resulf in more complicated daily operalions. The largar the risk, the more effective
fha mitigatng measures that should be implemented.

17 A brief cuthne of the industry guidelines on cyber security on board ships can ba
found in the annex.

Further wiork

18 The industry guidelines on cyber security on board ships will be progressed during 2015
and it is the intention to submit 1he finalized guidalinas to MSC 96 for thie consideraton of tha
Committes.

19 The co-sponzors are awane thal the implemantation of e-Navigafion solutions will
need to consider cyber-security ssuas. i is hoped that these guidelines may halp (o avoid
dupbeation of wark and 10 avold possible fulure confusion.

Action requested of the Committee

20 The Commities is invied to consider the foragoing in acdition 1o the information set
ail in the apnex and take aclion as appropriale.
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ANNEX
GUIDELINES ON CYBER SECURITY ON BOARD SHIFS

The industry gudelines on cyber securiy on board ships will include guidance on the

following:

1 fwwaraness and education for 2|l stekeholders

|

Establishing awareness of why owners, seafarers and cther stakeholders
should spend time and attention on cyber security is assantial,

Guidelines for the personal use of email, sofware, and social media to )
keep sensitive information in safe custody must be addressed. For
example, information ebout cargo or a ship's movements may be of interest
to criménals. So i s esseniial for cyber secuwrity that everyone concemed is
educated an how 1o avoid such vital informeation being intercepte —

~
Further, education and training should address software eystems which are
critical to the safety of the ship such as navigation, steering conftrol,
communication and cargo systems and—hew—toprotEct THEM againsd

>

(PfGdUENSH of makvare. Safe use of such systems in manual mode must |
bEtamet—

Education and training should be tafiored to the appropraie levels far;
+ Master, officers and crew
#  Orgarizalion including management ashore

# Major stakeholders in the supply chain such as charerers,
clazsification societies and service providers

2 & genenc risk-based framework drawing on existing standards and guidelines
augmentad by current intefligence and bes! practice

Cyber security in & business lke shipping must be based on nsk
manegement. Risk management s the ongoing process of identifying, C:l

assessing, priofmizing and responding to threatz in order to minimize
monior and control the probability andior impact of unforfunate avenis.

To manage risk, seafaners and owners should understand the probability

that an event will occur and tml;_%muﬁ_fjngjm. With this infarmation. they
can delerfing an acceplable nsk for when to take action. Risk can

be handled in different ways, such as mitigating the nsk, transferring the
risk, avoiding the risk, or accepting the risk, all of which depend on the
polental impact 1o critical services.

The risk management process will make it possible to inform and prioritize
decisions regarding cyber security, and support recurring risk assessments
gnd validation of business drivers o help select and targel essentisl
cybar-securlty activities. Those on board and the organization ashore need
1o develop a risk-based cyber-security framework. The framework should
rely on a variety of existing standards, guidefines, and practices (o ensure
the resibence of critical infrastructure providers.
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4 Some organizations may choose to Eﬂgﬂga &n &:q:larl fo nun:h.lct
penetration testing and 8 =

thé EenEiGvEnass of data. where thal data is and whers il goes._and. whak
procEEses ars ufilized and why.

3 Cyber systems (business cnbical and ancillary delivery systems) addressing their
integrity, confidentiality and availability

5! integnty involves maintaining the congistency, accurecy, end
trustwaorthiness of data (softwara integrity) both when stoted on board but
alsa when transmittad to and from the ship. Staps must be aken (o ensure
ihat data cannot be aterad or InMarcepted.

————

4 Establish clear guidefines on the manegement of key information in order to refain
opergtional cyber capability
N | Key mformaton should be protected and kepl confidential. In order o

ensure confidentiglity. measures have o be iaken fo profect sensitive
informaticn from reeching unauihorized people,

= S e e e

“questian. I order to_make this effective, data m to-be

atcording 1o the risk of damage that could occur if criminals obtained
Bccess to the systems on which the data resides Mitigating measunas
should be more or less siringent according lo these  calegories
Acoessibdity o systems is imperative on board a ship and hardware should
erefore—be—mmaimtzffed and repaired quickly when so required.
Furthermore, operating system environments should be kept up to date and
held free of software confiicts,

5 How 1o integrala elemants of both physical and software security to ensure safely
and business confinuity

A The physical Implementation of security measures deals wilh how o
managa hardware and internal nebworks in 8 way which ensuras that they
operale within_a contmlled environment. Also software wversion conirol
should be used {o pravent erroneous changes or accidanial deletian. In
addition, it may be necessary 1o have syslems [n place, which can detect
any changes in data stored in the system.

& Importance of identifying and mitigating third-party interfaces thet could compromise
cyber secunty
| In & business amdronment such as shipping, access 1o onboard sysiems s

granted to varous stakeholders, Suppliers e8nd contrectors are a risk
because often they have infimale knowledge of the ship's operalions as
well as access to key information systems. They can also unwittingly
Introduce makware where their systems ntersect w‘II‘FmW

2 Recaovery aﬂer maifunctions s essential and worst case scenarios should
te included In the planning process of onboard systems. Prolection
measuUres such as firswals and proxy sarvers are loode which can be used
h: Bvoid affacks ;md' d:mn'limn
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7 The consideration of cyber-security monitoring systems and network maragement
\
al The monitaring and management of systems is important in order to ensurs

thal the information technology staff, in conjunciion with the teams In the
organization ashare and on board the ship, are awara of the stalus of tha
natwork(s), If a systam is compromised, this will then help isolate exactly > <::|
whal happened and whamn, which in tum will assist recovery efforts,

2 Metwork manasgement also addresses fhe necessary redundancy o ralnave
losl data in accordance with the frequency of server backups and data
presansation time -

B Development of confingency plans
1 Contingancy plans should always be avallable In case of a security

incident. The simple fact i that no ome & immune 10 an attack
Unforiunately, witnoul such a contingency plan, decisions can be made thal
inadvertently compromise evidence and make recovery work immeasurably
harder when irying to resolve matters. These plans should be constantly
evolving and lested.

] VWhen an information security ssue s discovered, the proper response
depends on first ascaralning:
s When did the sacurity breach occur? Is it still happening? A
. O A
Wzmradidrrqng_ inate — intemally or sxdarnaly?—
« How and why dad the imci r exampla, did 8 malicious

access privieges to steal data for financial gain, > <::|
or did an employes accidentally disclose sensitive information via email?

. Whmlulual property, personal data, nelwork
8,

. Hi:ml can an attack of this nalure be avolded In the fulure? _J

e

| To avoid spreading mahkvars throeghowt the network or desiroying the rad
of evidence, fhe organizalion and its [T deparfment SROOID T try-to-*fex'-a
suspectad problem on their own withoul the assistance of experts < :|
ity Wveeligalors are  skilled 0 conducting
imtmrvidws and retracing the behavieu—ol peocple whe had @tcess io
mﬁtﬂw. computer forensics and dala recovery
specialists may help 1o ensure no digital evidence is overlocked and can
asgist at any stage of a digital forensics Investigation or litigation.

A Az lime s of the esseance when 3 breach s uncovered or suspectad,
establishing a relationship with an incident pariner before a cyber altack :

OCCUIS ensures guicker fesanan e,

5 Whean a security incident involvas systams which are critical to the safety of
the ship such as navigation, steering contrel, communication and cango
sysiems, the contingency plan must take into account how to operate those
sysiems in manual mods
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g Continued review and assassment of cyber systems o ensure their continued
robustness.

A Cyber-security systems should be reviewed and accessed in order to check

their rmbusiness to handla the current level of cyber-security threats, MNew
threals are evolving all the time, 30 new proteclion measures and new
procedures may have to be developed either by IT department or expens.
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